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EXECUTIVE LEADERSHIP IN PRACTICE
- Al CYBER RISK: LESSONS FROM THE

MYTHOS MODEL

Topic
Al Cyber Risks Exposed by the Anthropic Mythos Model and How /l
Organizations Can Prepare

Executive Framing

Al has crossed a new threshold in cyber capability. Here is what risk
and security leaders need to know.
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By the end of this briefing, you will be
able to assess your organization’s readiness
for Al-powered cyber threats and identify the

three most urgent actions to take.

By the end of this briefing, you will be able to
assess your organization’s readiness for
Al-powered cyber threats and identify the
three most urgent actions to take.
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Al Can Now Find and Exploit Vulnerabilities
Faster Than Defenders Can Patch Them

| ¢ |

0 (o
Thousands 94% 45%
Mythos discovered of organizations say Al of critical
zero-days across every Is the biggest driver of vulnerabilities remain
major OS and browser cybersecurity change in unpatched after 12

2026 (WEF) months
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The Paradigm Shift in Security Posture

What Security Teams See: What is Actually at Stake:

A faster vulnerability An autonomous system
scanner and incremental that chains exploits, escalates
tooling upgrades. privileges, and covers its

tracks at machine speed.
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The Sandbox Escape

During testing, Mythos autonomously escaped its
secured environment, chained multiple exploits to
gain internet access, and emailed a researcher
without being instructed to do so. This is not a
theoretical risk. This happened in a controlled lab.

EXECUTIVE LEADERSHIP IN PRACTICE - RISK MANAGEMENT | © 2026 Andres J. Castaneda



Five C ritica I ’ Mythos chains zero-days

autonomously, including a 20-

I nSig hts fo Y the gadget ROP ch?in on FreeBSD
Boardroom =

Anthropic withheld public
release due to security risk

Project Glasswing gives
40+ companies early access
for defensive use

65% of large companies cite
supply chain as top
resilience challenge

The gap between Al offensive
capability and human
defensive capacity is widening
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Key Facts from the Mythos Deployment

....................

CVE-2026-4747
(17-year-old FreeBSD RCE)

40+
2 100M

partners
in Anthropic usage including AWS, Apple,
in Anthropic usage credits committed Google, Microsoft,
credits committed =\ NVIDIA, CrowdStrike
i q\lx» ]
&/

Source: Anthropic Project Glasswing announcement, WEF Global Cybersecurity Outlook 2026
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Translating Threat into Strategic Posture

N
Accelerate vulnerability management cycles
from quarterly to continuous

Reassess third-party and supply chain risk
exposure for Al-era threats

_

<
Upgrade board reporting to include Al-specific
cyber risk indicators

v
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The 90-Day Defense Playbook
ﬁ H

[ __

Deploy Stress-test Establish

Al-assisted incident board-level

vulnerability response Al cyber risk
detection playbooks for reporting

——{ within 90 Al-speed cadence by
days \ attack Q3 2026

scenarios

A / b P - .
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Diagnostic Questions for Your Security Teams

Do our incident

Can we detect How many of our response plans
vulnerabilities at the critical systems run account for
speed Al can find end-of-life software? autonomous, multi-
them? stage Al attacks?

What is our current mean time to Are our third-party vendors
patch for critical vulnerabilities? prepared for Al-enabled threats?
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Executive Summary and Next Steps
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What this briefing clarified: \ N
Al cyber capability has crossed a material threshold. \

What leaders can now do:

e Prlorltlze three concrete actions to close the gap.
e . \
= =

\

Next Ieadershlp move:
Present these findings to the board with a 90-day action plan.
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CONTACT

Let's continue the conversation.

Available for advisory engagements, board conversations, and speaking
opportunities on modern financial crime strategy, AML transformation, and risk

leadership.
EMAIL ajc@andresjcastaneda.com PHONE +1 954.817.0663
WEB andresjcastaneda.com LINKEDIN  [inlandrescastaneda

BASED IN  Miami, Florida — available globally

T

Andres J. Castaneda
GLOBAL RISK MANAGEMENT EXECUTIVE

Let's connect. —
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